Guidelines for Research on the Internet

1 Introduction

The following are guidelines rather than a code of practice to enable ethical research to
remain flexible, be responsive to diverse contexts, and be adaptable to continually
changing contexts.

2 Context

Depending on the research design, participants in research involving the internet can be
identifiable or anonymous 8 they can explicitly consent to participate, or they can be
invisibly observed without their knowledge. Thus, there are two key dime nsions 8§the level
of identifiability and the level of observation.

The different methodologies used in the case of internet research give rise to ethical

LVVXHVY RYHU DQG DERYH WKH 8QLYHUVLW\-V VWDQGDUG UHVHDUF
Code of Re search Ethics accepts the following basic tenets as lying at the core of any

research endeavour:

% Human dignity

¥ Autonomy

% Protection

Y, Safety

% Maximisation of benefits and minimization of harms

i.e., Respect for: persons; justice and beneficence.

These basic pr inciples must of necessity continue to ground ethical enquiry, whether or
QRW LQYROYLQJ WKH LQWHUQHW DQG DUH QRW WR EH «WUXPSHG -

esearch encompasses inquiry that:

X Uses the internet to collect data or information, e.g., through online
interviews, surveys, archiving, or automated means of data scraping;

x Studies how people use and access the internet, e.g., through collecting and
obser ving activities or participating on social network sites, listservs, web
sites, blogs, games, virtual worlds, or other online environments or contexts;
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Appendix A

AoIR Guidelines (2012)

Triggers

Internet Specific Ethical Questions

The text below begins with common questions asked in the course o f a research project.
The bullet points represent more specific considerations that arise in internet -related
contexts.

How is the context defined and conceptualized?

X

X

X

Does the research definition of the context match the way owners, users, or

members might GHILQH LW" 3DUDPHWHUV VXFK DV «FXOWXUH =
«SXEOLF WH[W- HDFK FDUU\ GLIITIHUHQW HWKLFDO H[SHFWDW
Are there distinctions between local contextual norms for how a venue is

conceptualized and jurisdictional framew orks (e.g., Terms of Service, other

regulations)? For example, if the TOS defines the space as off limits for

researchers but the individuals want to participate in public research of this

space, what risk might exist for either the researcher or individua Is involved?

What are the ethical expectations users attach to the venue in which they are

interacting, particularly around issues of privacy, both for individual participants

as well as the community as a whole?

How is the context  (venue/participants/data) being accessed?

How are participants / authors situated in the context?

How are participants/authors approached by the researcher?

How is the researcher situated in the context?

If access to an online context is publicly available , do

members/participants/authors perceive the context to be public? What
FRQVLGHUDWLRQV PLJKW EH QHFHVVDU\ WR DFFRPPRGDW!
the notion that individuals might care more about the appropriate flow of

information as defining it as public or private?

X X X X

Who is involved in the study?

X What are the ethical expectations of the community/participants/authors?

X What is the ethical stance of the researcher? (For example, a mismatch
between the ethical stance of the researcher and the
community/partic  ipant/author may create ethical complications).

x :KDW DUH WKH HWKLFDO WUDGLWLRQV RI UHVHDUFKHUYV =
cultures or countries?

X If research data are housed in a repository for reuse, how might individuals
or communities be affected later ? For example, data collected for one
SXUSRVH PLIJKW EH UHXVHG ODWHU IRU D GLITHUHQW SXU':
relationship with the community from which the data came no longer exists.
What possible risk or harm might result from reuse and publication o f this
information?

Issue date: 10 July 2013 Revised: 09 December 2014 Page 4






Guidelines for Research on the Internet

How are findings presented?

X What immediate or future risk might occur by using exact -quoted material
in published reports? (For example, while a participant might not think his or
her information is sensitive now, this might change in five years. What
protections might be put in place to anticipate changing perceptions?)

x Are individuals adequately protected in pre -publication reports, such as
workshops, conferences, or informal meetin gs?

x Could materials be restricted because of copyright? (For example, many
countries have strong restrictions on using screenshots or images taken
from the web without permission. Certain sites have restrictions in their
terms of service. Whereas there may be allowances for the scholarly use of
copyrighted materials without permission, such as the U.S. doctrine of fair
use, this is not a guarantee of protection against copyright infringement.)

What are the potential harms or risks associated with this study ?

X
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What are potential benefits associated with this study?

X

Who benefits from the study - do the potential participants? If not, what
greater benefit justif  ies the potential risks?

Is the research aiming at a good or desirable goal?

Can we be sure the data collected from online sites, forums, communities,
DUH ©OHJLWLPDWH?2 DQG ©OYDOXDEOH?2"

How are we recognizing the autonomy of others and acknowledging that the y are of
equal worth to ourselves and should be treated so?

X
X

Will informed consent be required from participants?

If so, what procedures to obtain consent will be followed (e.g., print or

digital signatures, virtual consent tokens, click boxes or waiver of

documented consent)?

Will consent be obtained just from individuals or from communities and

online system administrators?

In situations whereby consent is desired but written informed consent is
impossible (or in regulatory criteria, impracticable) or pote ntially harmful,
will procedures or requirements be modified?

What harm might result from asking for consent, or through the process of
asking for consent?

What ethical concerns might arise if informed consent is not obtained?

If a Research Ethics Committe e deems no consent is required, will the
UHVHDUFKHU VWLOO VHHN VXEMHFWV- SedlMtirfy LSDQWV - F
manner?

If informed consent is warranted, how will the researcher ensure that

participants are truly informed?

What particular issues might arise around the issue of minors or vulnerable groups?

X

Are minors being excluded from the study because of the difficulties of

getting ethical permission to study them?

In situations where identity, age, and ability of the participant is unknown or
hidden, and harm cannot be determined as an a priori category based on
known vulnerability of participant, how will harm be considered as an ethical
concern and operationalized in the study?

+RZ DUH PLQRUV LGHQWLILHG DV «PLQRUV- LQ FRQWH[WV
info rmation is not required? What harm might result from asking (or not

asking) for participants to reveal their age?

How will parental or guardian consent be obtained in addition to assent

where required by research regulations? What risks might arise in this
particular consent process (for any or all parties, including the minor, the
parents, and the researcher)?
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